A Novel Cost-Effective Firewall Token for Hacking
Protection on TCP/IP Based Network
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Abstract

Recently a firewall is being employed to protect hacking by controlling the traffics. The security
services in the firewall include authentication, access control, confidentiality, integrity, and audit
trail. A token is adapted for authentication to the firewall. A token has a small battery within
which has restricted power capacity.

This paper proposes a novel cost-effective firewall token for hacking protecting on transmission
control protocol/internet protocol (TCP/IP) based network. This paper proposes a fast exponentiation
method with a sparse prime that take a major operation for a public-key crypto-system and a major
power consumption in the token. The proposed method uses much less amount of modular operations

in exponentiation that is reduced of battery’s capacity or CPU’s price in the token.
Key Words : Firewall(*$3}9), Token(E£&), Hacking(3l7)), Authentication(31%),  Public-key

crypto-system(F 71 7] o3 A|2~8]), Exponentiation(x]4=$14H, Modular reduction(2.%2 7+4), Sparse

prime(Sparse 4 #7)
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